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Introduction
For providers, the threat of a cyberattack is very real.

The Industry’s Cybersecurity Problem
 Most hospitals have not invested heavily in cybersecurity prevention. 

Why Regulatory Compliance Isn’t Enough
 Hospitals and health systems suffer twice as many attacks as other industries. 

When a Hacker Breaches Your System
Your hospital could become vulnerable to a more targeted attack. 

Your Provider Toolkit
Here’s what you can do to address the dangers of cybersecurity in your facility. 

Conclusion
Planning ahead and partnering with the right vendor can help you better manage your 

health IT environment and guard patient safety, too. 
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Healthcare providers are in the crosshairs when it comes to bad actors lurking in the hopes of illegally 
accessing or disabling access to patient health information (PHI) and electronic health records (EHRs).

The threat of cyberattacks is very real for providers. In 2016, for instance,  
no other industry had more social security numbers exposed than healthcare 
systems, according to the Identity Theft Resource Center. A root of the 
problem is supply and demand on the black market. The value of EHRs versus 
stolen credit card information and the like is high, with a complete medical 
record selling for as much as $1,000 each. As a comparison, credit card 
records sell for between $5 and $100 per record. 

However, most hospitals and healthcare systems lack both the expertise  
and resources to adequately combat the rising cybersecurity threat, often 
because they’re already stretched too thin or because they don’t have room  
in their IT budget.

An additional problem is the regulatory environment surrounding 
cybersecurity. Though regulations have saddled providers with a compliance 
burden, they have not been proactive in protecting patient information. 

Why? In part that’s because they only focus on a narrow piece of the threat, 
compromised PHI, while cyberattacks are also aimed at disabling access  
to EHRs.

The threat of cyberattacks is also a costly problem, particularly for rural 
providers that may not have the workforce or financial resources to address 
the challenge. Overall estimates show that the per capita cost of healthcare 
increased as much 7 percent in 2017 due to security problems. However, 
ignoring the problem is not a viable option—hackers will strike, and providers 
should have vigilant prevention measures at the ready. 

This eBook will offer providers a guide to better understanding the danger of 
cyberattacks, as well as a toolkit to help plan for and prevent the exposure of 
patient information. 

Introduction
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Why might a patient’s EHR be valuable to you? You could 
buy stolen patient records on the darknet, a part of the 
internet not accessible to search engines where illegal 
goods can be purchased anonymously. Perhaps you might 
be interested in buying medical records of patients who 
had complex pain conditions or different types of cancer. 
With these patient records in hand, coupled with false 
identification (also available for purchase on the darkweb), 
you can buy quantities of a powerful synthetic opioid 
medication like fentanyl, which can sell for 20 times or more 
what it would cost you to acquire. 

Alternatively, you could hold those records hostage, 
threaten to publish the highly personal information or 
permanently disable access to the records, and then 
demand a ransom in exchange for the records. As a result, 
you’d endanger the hospital’s reputation and risk the safety 
of patients as well. 

It’s an ugly business filled with scenarios similar to the 
ones above, and unfortunately, business is good. Cyber 

criminals can snag payoffs in the thousands or even millions 
of dollars. According to experts, $6,000 worth of fentanyl 
can translate into a street value of $1.3 million. Just this 
year, a small health system in Indiana, Hancock Health, paid 
hackers $55,000 to unlock access to their patient’s EHRs. 

Hospitals are prime targets for hackers looking to steal 
patient data and hold that information for ransom, or sell to 
enterprises that specialize in the trafficking of stolen patient 
records for use in other illegal and profitable activities.

A pervasive problem throughout the healthcare industry, an 
estimated 5.6 million patient records were exposed in 2017, 
and 1.8 million in the first quarter of this year alone. Plus, 
an estimated 75 percent of all major healthcare providers 
experienced malware infections in 2017 that could have 
caused them to lose data or money, according to an analysis 
by SecurityScorecard, a risk management cybersecurity firm 
that focuses on cyberattacks on U.S. healthcare. 

The reason cyberattacks are such a challenge within the healthcare industry 
is a simple issue of supply and demand. In order to understand the severity of 
the situation, it’s helpful to put yourself in a criminal’s mindset, or to think like 
a criminal.

The EHR Industry’s  
Cybersecurity Problem

WHY HOSPITALS 
ARE TARGETS OF 
CYBERATTACKS:
Patient records are valuable.  
Patient records can sell on the 
darknet for as little as $450 to 
as much as $1,000 per medical 
record, per incident. Hackers 
hold stolen records for ransom, 
betting that a provider would be 
more willing to pay the ransom 
than have patient records (and 
patient safety) exposed or 
have access to those records 
disabled. 

Hospitals haven’t invested 
heavily in prevention. As an 
industry, healthcare providers 
are more vulnerable simply 
because they’ve not invested 
at the levels of other industries 
in protecting their information 
systems. 
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Hospitals have a higher regulatory burden to protect patient 
information than is required of most industries who possess 
customer data because of the sensitive nature of the data 
being protected. 

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) created protections 
for electronic patient data. Subsequently, the Health Information Technology for Economic and 
Clinical Health (HITECH) Act of 2009 further strengthened those patient data protections 
developed by HIPAA. 

However, the proliferation of cyberattacks on hospitals and health systems, suffering twice 
as many attacks as other industries, reveals that compliance with HIPAA and HITECH wasn’t 
the same thing as having proactive cybersecurity protections to guard patient information. For 
instance, it takes years for regulations to be passed, whereas it takes four hours, on average, for 
hackers to exploit a newly discovered vulnerability.

In the Cybersecurity Act of 2015, Congress authorized the Department of Health and Human 
Services to support more meaningful protections against cyberattacks, in compliance with HIPAA. 

Though the regulations themselves aren’t protecting patient data as effectively as the industry 
requires, providers dedicate a great deal of resources to achieve and demonstrate compliance. 

Why Regulatory 
Compliance Isn’t Enough 

THE 4 MOST COMMON TYPES OF 
CYBERATTACKS IN HEALTHCARE

How are providers vulnerable to data breaches? 

1. Ransomware. Ransomware is malware 
installed on a provider’s network to disable a 

provider’s access to patient records. Patient records are 
published or access to those records is permanently disabled 
if a ransom isn’t paid, essentially creating a time bomb for 
your patients’ safety. 

2. Phishing and whaling. Phishing is a ploy—
usually done through email—where hackers 

pretend to be someone you trust in order to gain access to 
useful information, such as credit card details, passwords or 
restricted access to a network. Whaling is the same scheme 
as phishing, except that the target within an organization has 
a higher rank. 

3. Devices. Lost or stolen devices create risks. 
Patient health data contained on devices 

like desktop computers and smartphones is more easily 
accessible. 

4. Compromised credentials. Hackers 
can sometimes use login and password 

combinations from employees’ personal accounts and apply 
them to their professional accounts.
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Let’s say that a phishing attack is successful, and an unaware employee at your hospital or healthcare 
facility clicks on a link. Then what? How does a hacker move from this breach into your EHR system?

When an employee clicks that link, it could either download a malicious virus or 
report back an identity to the hacker’s parent phishing company that says, “Hey, 
this person is vulnerable. We got them.” As a result, your hospital could be set 
up for a more targeted attack. 

Once inside your system, hackers may be content to identify your 
vulnerabilities, then bide their time until a more lucrative opportunity 
presents itself. Hackers will spend as much time as they can until they find 
your network’s PHI. To combat hackers from squatting your system, much 
of cybersecurity is aimed at what is called “north-south traffic”—traffic from 
outside your network into your network. The real key is being able to address 
what’s considered “east-west traffic”—traffic and activity inside your firewall. 

The darknet economy for hacked data is quite modular, with specialists by 
industry. Once a phishing attempt is successful, the hacker will likely look to 
sell that access on the darknet to the companies that specialize in buying 
healthcare data. 

On the other hand, the time between a vulnerability being exposed and an 
attack being orchestrated could be blindingly fast. Known as a “zero-day 
attack,” it takes an average time of about four hours before that vulnerability  
is exploited.

When a Hacker Breaches Your System
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Staff training. Even with technical safeguards, virus scans and 
firewalls, you can’t avoid the risk that comes from negligent staff 

members. Employee negligence will be your biggest vulnerability. Because 
hackers are getting more and more sophisticated, their phishing attempts are 
becoming more devious and can fool people who don’t know about the kinds 
of threats that exist. Security awareness training is imperative, and annual 
security awareness training is important, but a rigorous and ongoing security 
awareness training is even better. 

User behavior tracking. Knowing what sites employees are visiting 
can reveal a lot about the threats that can come from various sites. 

Certain tools can be put in place that report all the sites visited by employees 

within your network. Some employees, by virtue of their roles, place the 
network at more risk than other employees, because of their seniority or 
the department where they work. As such, they should be risk-ranked. The  
company where the data is directed can use analytical tools to rank the risks 
faced and place additional content blocks beyond basic employee protections.

Penetration testing. As part of security awareness training, 
penetration testing uses simulated phishing attempts to probe for 

vulnerabilities, thus creating a tool to teach employees what could have 
happened if the test were a real event. Some hospitals gamify their phishing 
tactics as a teaching tool. No matter the format, a critical component of the 
test is to see how people respond to social engineering tactics designed to 

With the threat of cyberattacks so prevalent, and the consequences so dire, what can providers do to 
address the danger of cyberattacks, particularly with limited IT budgets? 

Below are best practices to help providers address vulnerabilities that exist, and to be able to plan for 
and respond to future attacks. These are the tools every hospital should have in their arsenal:

Your Provider Toolkit 
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convince users to share personal information or click on something that might 
install malicious software. By sending test phishing emails once a month to 
a portion of your employees, you start to identify patterns. Users who fall for 
the test phishing can be re-enrolled in security awareness training. Hospitals 
should also utilize application penetration testing because, even if their 
networks are secure, a vulnerable application could easily create openings for 
hackers to exploit. 

End-point protection. Devices connected to your system network—
desktop computers, laptop computers, tablets and smartphones—

can be a pathway for malicious access to a provider’s critical information, 
including PHI. Using anti-virus software on these end points can help protect 
the network. End-point protection specifically employs business intelligence, 
or machine learning, to address this vulnerability. For example, if a user 
regularly uses Microsoft Excel between the hours of 7 a.m. and 5 p.m., but 
a computer starts to show usage in the middle of the night, it can signal a 
problem. Good end-point protection seeks out such anomalous behavior. 

Facility and device security. Though most security breaches come 
via virtual access, some risk can occur from something concrete, 

such as the loss of a laptop or unauthorized access to your facility. For 
example, contractors occasionally download patient records to their laptop 
for troubleshooting purposes. The idea of PHI on a device, even if it is a 
company computer, presents a problem. Also, card key access to data centers 
isn’t enough. Multi-factor authentication is also necessary to protect vital 
information. 

Incident response plan. Incident response plans are a must for 
providers in order to reduce the risk of downtime and prevent 

exposed or locked patient records. With the prevalence of security breaches 
within the healthcare industry, some organizations take the attitude that it 
is not a matter of if you will be hacked, but when. If that’s true, then having 
a very clear idea of what to do is critical. An incident response plan details 
precisely what your hospital leadership needs to understand, what needs 
to be done in the event of an incident and who’s in charge. Savvy providers 
even conduct mock security situations in the hopes of minimizing damage 
and cost and limiting or preventing any unnecessary downtime. (The Centers 
for Medicare and Medicaid Services also offers a template for an incident 
response plan.)

Compliance and governance. Providers must comply with federal 
regulations, from HIPAA to HITECH. These federal regulations, 

as well as a series of state regulations, govern everything from how PHI is 
handled, as well as requirements for responding to a cybersecurity incident. 
The National Institute of Standards and Technology (NIST) Cybersecurity 
Framework is one such effort to provide guidance in the field of cybersecurity. 
Of course, maintaining rigorously up-to-date server and workstation patching 
is also imperative, as most ransomware attacks happen when machines are 
missing patches that came out months ago. 

Your Provider Toolkit 

https://www.cms.gov/Research-Statistics-Data-and-Systems/CMS-Information-Technology/InformationSecurity/Downloads/RMH-Chapter-8-Incident-Response.pdf
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With a greater understanding of why and how hackers look to breach your 
network, it’s clear that providers need to put their best foot forward and rethink 
the reality of cybersecurity management.

What’s clear is that providers who adequately plan ahead can avoid the messy 
consequences of a cyberattack, including the financial cost, exposure of patient 
records and damage to their hospital or health systems as a result. 

A 2017 study found that the aftermath of data breaches and how they’re 
handled are one of the top three reasons a brand can suffer. 

Right infrastructure (good governance and compliance, and strong physical 
and logical security), right process (incident response planning, staff awareness 
training, user behavior tracking, penetration testing, and proper patch cycles 
for systems) and right products (anti-virus tools, network security, and 
next generation firewall) are essential to help providers prevent and manage 
cybersecurity threats. 

MEDHOST Direct manages health IT environments, both on-premise and 
hosted off-site, for our customers. We also provide security assistance to 
premise-based clients as needed, or in times of crisis, and all of our hosted 
clients receive 24/7 security management and monitoring. 

Cybersecurity is an integrated part of hosted services for our facilities, 
allowing us greater control over monitoring and preventing potential attacks. 
We take the burden off of you, so you can get back to doing what you do best: 
providing exceptional patient care. Plus, leveraging your EHR vendor to be 
part of your cybersecurity team ensures that the services are integrated into 
your systems, providing an added seamless layer of protection to your patient 
data records.

If you’re ready to talk about the security of your 
healthcare solutions, please fill out our contact 
form and we’ll be in touch soon.

Conclusion
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About MEDHOST
MEDHOST has been providing products and services to healthcare facilities of all types 
and sizes for over 30 years. Today, more than 1,000 healthcare facilities are partnering 
with MEDHOST, and are enhancing their patient care and operational excellence with its 
fully integrated clinical and financial solutions. MEDHOST also offers a comprehensive 
emergency department information system with business and reporting tools. Additionally, 
its unparalleled support and hosting solutions make it easy to focus on what’s important 
for healthcare facilities: their patients and business. Connect with MEDHOST on Twitter, 
Facebook and LinkedIn. 
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For strategies, tips and insight, check out our resources at medhost.com: 

Blogs
A Guide to Proactive Network Defense for Healthcare Facilities 

Prevent Data from Walking Out Your Door With a Physical Security Plan

The Scary Costs of an EHR Cyberattack

The Dark Art of Hacking: 3 Things Hackers Don’t Want You to Know

Why the Healthcare Industry Needs a Cybersecurity Checkup

Podcasts
A Guide to Finding a Secure EHR and ED Hosting Service 

Infographic
Inside the Brain Driving Your Body of Care 

Learn More

https://www.medhost.com/blog/a-guide-to-proactive-network-defense-for-healthcare-facilities-medhost/
https://www.medhost.com/blog/prevent-data-from-walking-out-your-door-with-a-physical-security-plan-medhost/
https://www.medhost.com/blog/the-scary-costs-of-an-ehr-cyberattack-medhost/
https://www.medhost.com/blog/dark-arts-3-things-hackers-dont-want-you-to-know-medhost/
https://www.medhost.com/blog/tales-from-the-encrypted-podcasts/
https://www.medhost.com/blog/infographic-inside-the-brain-driving-your-hospitals-body-of-care/
https://www.medhost.com/blog/why-healthcare-industry-needs-cybersecurity-checkup/
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