
MEDHOST High-Availability Disaster 
Recovery Service

Healthcare facilities have plenty at risk—most importantly their patients, if they 

don’t have an efficient disaster recovery plan in place. Lack of an effective disaster 

recovery plan can also end up costing hospitals millions of dollars in revenue and 

making them extremely vulnerable to financial and operational risk.

An effective disaster 
recovery plan can help 
mitigate financial and 

operational risk



Regulatory requirements pertaining to a 
disaster recovery plan

HIPAA regulations require hospitals to protect electronic personal health 

information (ePHI) at all times. Some key requirements related to disaster 

recovery include:

• A documented disaster recovery plan that outlines the policies and 

procedures needed to restore critical processes and services 

• A data backup plan that creates redundancy of systems used to store and 

access ePHI

• The ability to secure and access ePHI in an emergency situation (for 

example, fire, vandalism, system failure and natural disaster) 

Additionally, those entities eligible for Meaningful Use Stage 1 and Stage 2 

incentive payments are required to comply with key HIPAA regulations related 

to the protection of ePHI maintained by Certified Electronic Health Record 

Technology (CEHRT), including the ability to effectively recover and access ePHI. 

Healthcare facilities may not be compliant with HIPAA and Meaningful Use 

requirements if their IT systems become unavailable because of a disaster or an 

outage.  Non-compliance may result in penalties. 

HIPAA regulations 
require hospitals 
to protect electronic 
personal health 
information  at all 
times.



To ensure business continuity, healthcare facilities need:

• Highly-available system with data and geographic redundancy with clinical and financial systems available  

24x7x365 

• A disaster recovery plan as healthcare facilities must have the ability to recover within an acceptable timeframe 

during and after an extended outage or regional disaster

Is your hospital able to safeguard critical IT systems and data in case of a disaster or an outage? MEDHOST High-

availability Disaster Recovery Service may help you avoid costly regulatory penalties and eliminate replication and 

failover responsibilities for your internal IT team.

Features

• 24x7x365 monitoring and management of environment replication from U.S.-based SSAE 16-certified command 

centers

• Replicates to certified Uptime Institute tier-3 facility

• Includes and maintains all hardware, operating systems software and replication software 

• Information Technology Infrastructure Library (ITIL)-based support processes 

• HIPAA compliant

Benefits

• Can assist in the reduction of  risks associated with non-compliance

• Helps to keep facility infrastructure secure and available 

• Offers consistent incident management and effective resolutions

• Provides expandable services to include non-MEDHOST infrastructure 

• May significantly reduce the risk of an outage
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